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N* Wana DecryptOr 2.0

Ooops, your files have been encrypted! S -]

. Qué pasé con mi computadora?
Sus archivos importantes estan encriptados.
IMuchos de sus documentos, fotos, videos, bases de datos y otros archivos ya no son
accesibles porque se han cifrado. Tal vez usted estd ocupado buscando una manera de
recuperar sus archivos, pero no pierda su tiempo. Nadie puede recuperar sus archivos sin
nuestro servicio de descifrado.

Payment will be raised on . .
y JPuedo recuperar mis archivos?

5/15/2017 14:41:51 Por supuesto. Le garantizamos gque puede recuperar todos sus archivos de forma seguray
sencilla. Pero no tienes tiempo suficiente.

Time Left Puede descifrar algunos de sus archivos de forma gratuita. Pruebe ahora haciendo clic en
<Decrypt>.

Pero si quieres descifrar todos tus archivos, necesitas pagar.

Solo tiene 3 dias para enviar el pago. Después de eso el precio se duplicara.

Ademas, st no paga en 7 dias, no podra recuperar sus archivos para siempre.

Tendremos eventos gratuitos para los usuarios que son tan pobres que no podian pagar en 6

Your files will be lost on
5/19/2017 14:41:51

Time Left El pago se acepta en Bitcoin solamente. Para obtener mas informacién, haga clic en <About
bitcoin>.

Por favor, compruebe el precio actual de Bitcoin ¥ compre algunos bitcoins. Para obtener
mas informacién, haga clic en <How to buy bitcoins>.

Send $300 worth of bitcoin to this address:

About bitcoin i i
il | 13AMAVIW2dhxY gXeQepoHkHS QuySNgaEbS4 |
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Fuente: https://www.corvusinsurance.com/blog/g3-ransomware-report



LockBit extorted billions of dollars from
victims, fresh leaks suggest

Investigating LockBit's finances has blown previous estimates of the operation’s wealth out
of the water

RANSOMWARE

US Organizations Paid $91 Million to LockBit
Ransomware Gang

LockBit ransomware operators launched 1,700 attacks in the US and received roughly $91 million in ransom payments.

& Stu Sjouwerman
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Total annual amount of money received by ransomware actors worldwide from 2017
to 2023 (in million U.S. dollars)
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A-Pass: https://t. me/SatankireLogs

7\ Buy Redline clo...er 814count.zip

418

Needs private logs? Yes? then write to me

&%1In one hand? Yes
f#Fresh? Yes
f#Valid? Yes

v L Buy Redline clo...r 2491count.zip
: 54GB
| Needs private logs? Yes? then write to me

&%In one hand? Yes
K% Fresh? Yes
##Valid? Yes
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file
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file.enc append -[ Encrypt Key j
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Figure 1/ Lockbit3
TOP 10 073

ACTIVE
RANSOMWARE
GROUPS IN Q4 Play Alphv
109 109
8Base Noescape Akira

71 ole 48

Medusa Incransom 6 Bianlian 6 Blackbasta

Fuente: https://cyberint.com/blog/research/ransomware-trends-and-statistics-2023-report/
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. Original poster New Member

Messages: 1 Reactions: 0

07/12/2019

Written in C, without stl, crt OS

support starting from Windows 7, Win Server 2008 R2 Removing shadow copies

and Windows restore points Each file is encrypted using the AES algorithm with a

unique key, the key is encrypted using the RSA algorithm and appended to the end of the file Reading a list of files directly from the table MFT
(similar to Everything - voidtools.com)

Multithreading

Autorun when Windows starts Bypassing

UAC Exiting

Low integrity level The response of

programs when the encryptor is running does not change, only free disk and processor resources are used Large files are partially encrypted
and do not

break Instructions, keys, Bitcoin addresses are compressed and packed into the

build, work with the network is not possible performed After encryption is complete, instructions are output to the folders desktop,
documents, directory

‘& Google Developer Groups




- "
—_— T

Hello friends!
Lokbit development has been underway since September 2019; they could not decrypt; there have been attempts.

There are no school emails, multithreading, which, in fact, loads the system more than encrypts, is not here.

The software is written in C and Asembler, encryption through the 10 compietion port, port scanner on local subnets, finds all DFS, SMB, WebDav balls, admin in the torus, automatic test decryption,
descriptor output, chat with PUSH notifications, Jabber bot forwarding correspendence , termination of services / processes according to the list and preventing the opening of the file in the moment. Setting
file permissions and removing blocking attributes, deleting shadow coples, cleaning logs, mounting hidden partitions, drag'n'drop files and folders, console / hidden mode of operation. Encrypts files in chunks
in differant places, the larger the file size, the more chunks. Algorithm AES + RSA.

The amount of the ransom is set by you after talking with the patient, you recelve payment in your wallets, in a convenient currency.

Jabber-bot completely replaces the admin panel, ban, decrypt, chat - all this without leaving the jabber.
Work speed clearly

P ATEo e R e g e = T,

| Disk 1218 MB/see Ok VO

Metwork T 77 Mope Natwcrk 40

Local NVMe SSD M.2
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LockBit Posted May 15, 2020

kilobyte

o0 HyxeH 3anyck DLL u3 namatu Ha powershell n mopdep koaa ans Hero. Al 3Ha4YeHUs He uMeeT.
Bonee nogpo6bHoe T3 ncnonHuTenio.

Brogxer 20k$

I KoHTtakT B MNM.

Seller
o3
40 posts
Joined
01/16/20 (ID: 99278)
Activity
apyroe / other

LockBit Posted September 16, 2020
kilobytes
Y Looking for a specialist.

We need automation of one task for the entire domain. Active Directory Group Policies.
The price starts from $5k. Contact in PM.

L
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'3 LOCK[ILFXY

CIRER (o]U]34 IMPORTANT FILESLMISTOLEN AND ENCRYPTED!

RESTORE-MY-FILES.TXT
thatis located in every encrypted folder
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LockBit - CHATS

&y cHATS il STATS f3 suLDER & usTinG V' PUBLICATIONS =4 BLOG Events 274 mm &admin v
FILTERING: TRIAL DECRYPT NEGOTIATION HIDDEN PAID NOTPAID ONLINE IMPRTNT LIMITED
TAG
D2BSA7E2DBE08C31 @ 085 Revenue: Site: Comment Decryptor will delete at - 2024-02-22

21:25:49

AW 7A04COMBBFABOO3 v o

8 090224 140
he CEO transferd mo! om the co.
2AA1AB7C3CSEE39A @

‘he 14.02.2
0 10224
cked our com

B 80224 oy 14.02.2 60kk
Ple n It be lower? Please he u

a You have 48 hours to pay and delete your files or explore your files for free on the intemet after 48 hours.

That's very unfortunate to hear, as we were hoping to resolve this through payment. We will be here should you

decide to change your mind. We are still interested in negotiating.
1302202¢ 184533 UTC &

If you wanted to settle, you'd pay I've seen how much money you have, I've seen how much

money you'll make, | understand that your losses will be ten times greater than 1 won't settle for

666767686869696A @ o839 e SISy Ees el J ~
080224 o Woz3 ;
er if you pay until B2 1 DELETE CHAT It
We understand that you feel that should be pald. However, the money you say we h
our lenders. It is not our money. Also, the data you have is not worth giventhe factt _
2 Download decryptor
9DIEFAIDCIGIEAST @ o081 already knows we were attacked and we have to notify everyone anyway. B2

140224 o
Hel s Despite that, we are willing o pay some amount as we are trying to do everything we cantohel b Limited chat
you dedline to work with us, then we've done all we can, and we can tell them that we tried to v
refused. 52 Paid commission
C3F297B0847987BF nw 0
300124 14022 We are genuinely surprised that you would rather walk away with no payment, and that youare & Mark as read
y copy enc @'to anothe negotiate. From our perspective, while it would sting a bit, we would survive you posting our dal
there is some middle ground for us to meet at because we are willing to pay. wonzy O Ressttrial
02.20!
7213534784EA2855 & (
02.24 2% Decrypt

140224 20000_files.7z

veritied
he 1025048
<% Hide chat

@ 05
FCI63880502rR1GE Here's 10 times your files, maybe you'll find not only creditor money in your walletbutal (O Ban
140224 ches

verified
we can give 2 11 IMPORTANT Il
D3D3D3D3D4D4D4D4 w . n

verified

06.02.24
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140224

m
140224

18m
140224

22m
140224

52m
140224

1h43m
140224

2n16m
140224

LockBit - STATS

@) CHATS i STATS  [§ BUILDER
el fpr—

ALL CLIENTS VISITED CHAT
CLIENT

27F5DOCSCOE76221D2B5A7E2DBE0BC3T
Tev: 10Kk
7A04CONBBFABO037A04CO1IBBFABOO3
rev: 5Kk,

1374A2E9E7TASOCCS2AAIABCICSEEOA
0

OFABSFOEA0CCICE4666767686869696A
ev: 10kk:
9607868B45B8608709D36FAIDCIGIEAST
v: 20KK;
55C169049CFIBETBC3F297B0847987BF

4A349606A7957BOT7213534784EA2855
rev: Sk

LSTING 5, NEWS

TesT

MONTH

DECRYPT

DATE
1d.20n 16m
120224

2d 4n 21m
120224

24130 10m
10224

3d1h fom
100224

49 10n 16m
090224
8d.48m
060224

8 5 49m
060224

PUBLICATIONS ¢ BLOG

DAY 86 WEEK MONTH

EE T 05 Lscoe ]

&admin

& sermwes

b wsonr

ALL 626

By AOMIN PAGE
Q Fnosuo
socker sarus
AmsTaTUS

BLOG REPORT

oF W&
CLIENTS USED TRIAL DECRYPT
CLIENT TESTFILE
006 E491A9! 044504

rev: 10Kk

65C5FODE76DDFIBF22C456BCA3FCBB5S
rev: 15k

565¢a10067157
obat dependen
fest 3.50kB

2194216310121
20c53165CS!
6 14.50k8

977152

6416C2F563A7
Tev: 10k

7955D1CBB2732453ACSBIECESB0TIF22
rev: 10Kk

8320ad7002465c9232331
431200-g200er-win2012-1
eadmed 2.50kB

b6b03954

a5

19638c4821b6C5
2165c7edaBcass
y-00T-sage-dbs.bx

t 65008

rev: SkK

2F665D7B3766FF70C3C3CICICACACACA
rev: 10kk

DBCGIEIDBBD62AFI460ATEOB3BE05868

51233090ac65c6aBA195D
1033 eventsiogxt 850
B

2203_@.pdf 9.60kB



m The Record from Recorded Future News

Industrial and Commercial Bank of China dealing with
LockBit ransomware attack

3 TechRadar

LockBit ransomware attack stole data on millions of Infosys

McCamish users One of the world's largest banks is dealing with a ransomware attack, according to

When LockBit ransomware affiliates struck Infosys McCamish Systems (IMS) in late media reports on Thursday.

2023, they did not steal sensitive information on some...

BankinfoSecurity
LockBit Leaks 1.5TB of Data Stolen From Indonesia’s BSI

LockBit Ransomware Operators Demanded $80M from Bank

Royal Mall The LockBit ransomware group on Tuesday published 1.5 terabytes of personal and
S financial information the group said it stole from Bank Syariah Indonesia.

€9 SC Media UK

The operators of LockBit demanded an $80 million ransom payment, according to
TechCrunch. The ransomware gang threatened to publish all stolen data from the...
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Name of the
ransomware

LOCKBIT 2.0

LOCKEIT
Cuba
Babuk
Sodinokibi
Ragnar
NetWalker
MAKOP
RansomEXX

Sun Crypt

Conti
Ryuk

Fuente:

https://www.splunk.com/en_us/blog/security/gone-in-52-seconds-and-42-minutes-a-comparative-analysis-of-ransomware-encryption-speed.htm
1

Google Developer Groups

Encryption speed comparative table for some ransomware

PC for testing: Windows Server 2016 x64 | 8 core Xeon E6-2680@2.40GHz | 16 GB RAM | SSD
Speedin  Time spent for Time spent for

Date of a P gaby P
per second of 100 GB

5 Jun, 2021 373 MBIs 4Mm 288

14 Feb, 2021 266 MBis 6M 168
8 Mar, 2020 185 MB/s M
20 Apr, 2021 166 MB/s 10M
4 Jul, 2019 151 MB/s 1M
11 Feb, 2020 161 MB/s 1M
19 Oct, 2020 151 MB/s 1™
27 Oct, 2020 138 MB/s 12m
14 Dec 2020 138 MBis 12m
8 Apr, 2021 128 MB/s 1M
9 Jun, 2020 119 MB/s 14M
23 Mar, 2021 119 MB/s 14M
20 Dec, 2020 111 MB/s 15M
4 Mar, 2020 104 MB/s 16M
30 Mar, 2020 104 MB/s 16M
26 Jan, 2021 104MB/s 16M
8 Apr, 2021 98 MB/s 1mm
22 Dec, 2020 98 MB/s 1™
21 Mar, 2021 92 MBIs 18M

of 10 TB
7TH 26M 408

10H 26M 408

15H
16H 40m
18H 20M
18H 20M
18H 20Mm
20H
20H
21H 40M
23H 20M
23H 20M
1D 1H
1D 2H 40M
1D 2H 40M
1D 2H 40M
1D 4H 20M
1D 4H 20M
1D 6H

The number of the

Self spread Size sample In KB encrypted files (All file

Yes

Yes
No
Yes
No
No
No
No
No
No
No
No
No
No
No
No
No
Yes
Yes

855
146
1130
79
253
40
902
115
156
500
1054
N
138
17
364
1422
21
186
274

in a system 257472)
109964
110029

110468
109969
95490
110651
100892
111002
109700
108430
100952
81081
100918
109842
random extension
random extension
109789
110220
110784




<?php

$phar = new Phar('malicious.phar');

$phar->startBuffering();

$phar->addFromString(str_repeat('A', PHP_MAXPATHLEN - 1).'B', 'This is the content of the file.');
$phar->stopBuffering();

?>

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT

This site is now under the control of The National Crime Agency of the UK, working in close cooperation
with the FBI and the international law enforcement task force, ‘Operation Cronos’.

11:30 GMT on Tuesday 20¢h Feb.
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THIS SITE IS NOW UNDER THE CONTROL OF THE UK, THE US

g 8%?1@ D) LE AKE D D AT A AND THE CRONOS TASK FORCE NS;A

Press Releases

LB Backend Leaks Lockbitsupp

Who is LockbitSupp?

\ PUBLISHED [11]

PUBLISHED [1] PUBLISHED | 2D 6H 42M 508

National Crime Agency LOCK|: 1k ieXo}

§ You’ve Been The $10m question
NCA Banned From ﬁ %

Lockbit Decryption Keys

Recovery Tool US Indictments Sanctions

\ PUBLISHED [T

PUBLISHED [1]] PUBLISHED [ | PUBLISHED

I‘-‘% Law Enforcement may
&‘\ be able to assist you .
LOCKLIRIEXY [ cccorver

Lockbit encrvpted

Japanese recovery tool key to access
encrypted files and expand Europol's
#Nomoreransom family

FBI Investigation Leads to a Total of 5
LockBit Affiliates Charged By the
Department of Justice. Two of Those
Indictments Released Todav.

United States Sanctions for Threat
Actors Engaged in Significant
Malicious Cyber Related Activity

Arrest in Poland Activity in Ukraine

Report Cyber Attacks! Cyber Choices

PUBLISHED [ !

PUBLISHED [1]] PUBLISHED [ [ PUBLISHED
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C W @ lockbit3753ekiocyoSepmpy6kimejchj 13gh4de2id.onion w O #
EAKE D D , TWITTER > HOW TO BUY BITCOIN > a CONTACT US >
LOCKLILEN) ¢ PRESS ABOUT US > B AFFILIATE RULES > & MIRRORS >
ahn.org habeshacement.com madison-home.com vikurverk.is

Greetings! Today we are posting here the new Greetings! Today we are posting here the new
company, "HABESHA CEMENT S.C". Company

Description: ABESHA Cement Share Company

Madison Industries Inc Rug Manufacturer Gross
Revenue: $47,000,000

Greetings! Today we are posting here the new

company, "West Penn Allegheny Health System company, "Vikurverk ehf.". Company Description:

.Inc". Company Description: West Penn Hospital,

Il

centrally located in Pittsburah'’s Bloomfield

HABESHA Cement Share Co. is a cement

(S) Updated: 27 Nov, 2024, 16:37 UT

(o)
v

Vikorverk is a company that sells new
motorhomes, caravans, motorhomes and

mirandaproduce.com.ve

kumhotire.com

fordcountrymotors.mx

tpgagedcare.com.au

[ PUBLISHED

[ PUBLISHED

[ PUBLISHED ]

[ PUBLISHED

Greetings! Today we are posting here the new
company, "ALIMENTOS SERIMAR C.A". Company
Description: National producer of healthy dairy
products, specifically Greek voqurt. Headquarters:

Updated The first part of the data has been
published, stay tuned for updates Kumho Tire
(formerly known as Samyang Tire) is a South
Korean tire manufacturer. Kumho Tire was

Greetings! Today we are posting here the new
company, "CMAMERICAS S.A. DE C.V". Company
Description: COUNTRY MOTORS specializes in the
retail sale of new passenager cars and trucks.

Greetings! Today we are posting here the new
company, "TPG Aged Care". Company
Description: At TPG Aged Care, we believe that
everyone has the right to be treated with dianity,

oleopalma.com.mx

chem.us

nhbg.com.co

bnsgroup.co.uk

[ PUBLISHED ]

[ PUBLISHED

[ PUBLISHED ]

[ PUBLISHED ]

Greetings! Today we are posting here the new
company, "Oleopalma Compania Agroindustrial
Cia Ltda LLC". Company Description: Oleopalma
is a company specialized in the cultivation,

Greetings! Today we are posting here the new
company, "College Hospital Costa Mesa".

Company Description: College Hospital Costa
Mesa is a facilitv specializina in psvchiatric and

@ Google Developer Groups

Greetings! Today we are posting here the new
company, "Nuevo Hospital de Bocagrande”.
Company Description: The New Bocagrande
Hospital is a high-level comprehensive health

(S pdated: 26 Sep, 2024, 17:09 UTC ©

Greetings! Today we are posting here the new
company, "BNS GROUP Ltd". Company
Description: Founded over twenty years ago B&S
GROUP has arown into a oraanisation focused
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